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Nejpouzivanéjsi techniky uto€niku i pao aio

Casté techniky

X ALEF

pfikazl za pomoci nativnich nastroju (PowerShell, cmd.exe).

Process Injection (T1055) — Injektovani Skodlivého kodu do
béziciho legitimniho procesu. Slouzi pro zvyS$eni opravnéni,

utajeni aktivit, €i pro vytvofeni perzistence.

Data from Local System (T1005) — Sbirani dat pfimo ze

systému s umyslem jeho extrakce.

Application Layer Protocol (T1071): PouZivani legitimnich
aplikac¢nich protokolt (DNS, HTTP, HTTPS, atp.) pro extrakci dat

a komunikaci s Command and Control (C2) servery.

Impair Defenses (T1562) — Vyfrazeni ¢i modifikace
bezpecCnostnich aplikaci pro upevnéni pfistupu na systém a

snizeni pravdépodobnosti detekce.

Techniky, které se objevuji Castéji

( @BASH

Command and Scripting Interpreter (T1059) — provadéni g

Living-off-the-Land Binaries (LOLBins) — Pouziti legitimnich
nastroju a aplikaci k provadéni Skodlivych aktivit, coz znesnadnuje

detekci

Cloud-Specific Techniques — Techniky spojené s cloudovym

prostfedim, jako napfiklad utoky na identitu, API, &i zdroje v cloudu.

Supply Chain Compromise (T1195) — Techniky utokl na
dodavatelsky fetézec obsahuje nékolik sub-technik, které se v
posledni dobé objevuji ¢im dal ¢astéji (software, hardware,

vyvojarské nastroje a knihovny).

MITRE | ATT&CK" .
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Nejpouiivanéjéi techniky utocniku (top 10 MITRE dle obrancii)

1. T1059 COMMAND AND SCRIPTING INTERPRETER T1059 COMMAND AND SCRIPTING INTERPRETER
2. T1078 VALID ACCOUNTS DESCRIPTION
Adversaries may abuse command and script interpreters to execute commands, scripts, or binaries. These interfaces and languages provide ways of
3. T1021.001 REMOTE DESKTOP PROTOCOL interacting with computer systems and are a common feature across many different platforms. Most systems come with some built-in command-line
interface and scripting capabilities, for example, macOS and Linux distributions include some flavor of Unix Shell while Windows installations include
4 TI047 WINDOWS MANAGEMENT INSTRUMENTATION the Windows Command Shell and Powershell
There are also cross-platform interpreters such as Python, as well as those commonly associated with client applications such as JavaScript and
5. TI490 INHIBIT SYSTEM RECOVERY Visual Basic.
Adversaries may abuse these technologies in various ways as a means of executing arbitrary commands. Commands and scripts can be embedded
6. T1105 INGRESS TOOL TRANSFER in Initial Access payloads dellwersd tf) V\C1Imfi as lure documents or a§ §ecunfiary payloads duwnloéded from an sfusllng c2. Advsr5§rles rr?ayAa\so
execute commands through interactive terminals/shells, as well as utilize various Remote Services in order to achieve remote Execution.(Citation:
Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance - Command History)(Citation: Remote Shell Execution in Python)
7. T1083 FILE AND DIRECTORY DISCOVERY
SUBTECHNIQUES
8. T1486 DATAENCRYPTED FOR IMPACT
T1059.001 POWERSHELL v
9. T1190 EXPLOIT PUBLIC-FACING APPLICATION
T1059.002 APPLESCRIPT v
10. T1489 SERVICE STOP
T1059.003 WINDOWS COMMAND SHELL v
DOWNLOAD v
T1059.004 UNIX SHELL v
T1059.005 VISUAL BASIC v
T1059.006 PYTHON v
T1059.007 JAVASCRIPT v
T1059.008 NETWORK DEVICE CLI v
T1059.009 CLOUD API v

X ALEF MITRE ATT&CK® 5



APT - cilené utoky a sabotaz vzdusnou cestou

Priklady exfiltrace dat a sabotaze za pomoci bezdratovych

technologii:

« Exfiltrace dat z laboratofe (napojené na NASA) —

implantované zarizeni v siti, exfiltrace z parkovisté.

« Zneuziti ,radio-stop” signalu na polské zeleznici —

zastaveno pres dvacet viaku.

« U.S. Interior Department napadeno za pomoci Evil

Twin techniky
« Zaznamenany nearest-neighbor utoky APT28

« Pfipady $pionaznich dront nad kritickou
infrastrukturou v Némécku

N ALEF




MITRE ATT&CK — over the air
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Hardware Additions

Adversaries may physically introduce computer accessories, networking hardware, or other
computing devices into a system or network that can be used as a vector to gain access. Rather ID: T1200
than just connecting and distributing payloads via removable storage (i.e. Replication Through

Removable Media), more robust hardware additions can be used to introduce new functionalities

and/or features into a system that can then be abused.

While public references of usage by threat actors are scarce, many red teams/penetration testers
leverage hardware additions for initial access. Commercial and open source products can be
leveraged with capabilities such as passive network tapping, network traffic modification (i.e.

Adversary-in-the-Middle), keystroke injection, kernel memory reading via DMA, addition of new

wireless access points to an existing network, and others.112/13114]

Procedure Examples

ID Name Description

G0105 Darkvishnya  DarkVishnya physically connected Bash Bunny, Raspberry Pi, netbooks, and inexpensive laptops to the target
organization's environment to access the company’s local network.[°]

Sub-techniques: No sub-technigues
(i» Tactic: Initial Access
(D) Platforms: Linux, Windows, mac0OS
Version: 1.7
Created: 18 April 2018
Last Modified: 15 April 2025

MITRE | ATT&CK" .



MITRE ATT&CK — over the air
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Wi-Fi Networks

Adversaries may gain initial access to target systems by connecting to wireless networks. They

may accomplish this by exploiting open Wi-Fi networks used by target devices or by accessing

secured Wi-Fi networks — requiring Valid Accounts — belonging to a target organization.[2)

Establishing a connection to a Wi-Fi access point requires a certain level of proximity to both

discover and maintain a stable network connection.

Procedure Examples

ID

G0007

C0051

Name
APT28

APT28 Nearest
Neighbor Campaign

APT28 has exploited open Wi-Fi access points for initial access to target devices using the network.[211]

During APT28 Nearest Neighbor Campaign, APT28 established wireless connections to secure, enterprise Wi-
Fi networks belonging to a target organization for initial access into the environment.2

ID: T1200
Sub-techniques: No sub-techniques
(i» Tactic: Initial Access
{iy Platforms: Linux, Windows, mac0S
Version: 1.7
Created: 18 April 2018
Last Modified: 15 April 2025
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MITRE ATT&CK — over the air (astecne)
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Input Injection

Adversaries may simulate keystrokes on a victim’s computer by various means to perform any type

of action on behalf of the user, such as launching the command interpreter using keyboard

shortcuts, typing an inline script to be executed, or interacting directly with a GUI-based application.

These actions can be preprogrammed into adversary tooling or executed through physical devices

such as Human Interface Devices (HIDs).

Procedure Examples

ID Name Description

G0046  FIN7  FIN7 has used malicious USBs to emulate keystrokes to launch PowerShell to download and execute malware from the

adversary's server.]

ID: T1674
Sub-techniques: No sub-techniques
(D» Tactic: Execution
(D Platforms: Linux, Windows, macOS
Contributors: Alexey Kleymenov
Version: 1.0
Created: 27 March 2025
Last Modified: 15 April 2025
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Key-stroke Injection — Mousejack

X ALEF

Mouse Jack zneuziva moznosti injektovat neSifrovana stlaCeni
klaves cilovému pocitaci na 2,4 GHz pasmu (nejedna se o

bluetooth)

Stlaceni klaves na klavesnici je vétSinou Sifrovane, pohyby mysi a

stisky tlacitek Sifrované nejsou.

Zranitelnost spoCiva v moznosti posilat nesifrované stisky

klaves, které USB dongl akceptuje a provede.

Existuji i dalSi varianty, kdy napfiklad pfi parovani, Ize diky
slabému Sifrovacimu algoritmu vyjednané klice cracknout s
moznosti komunikaci odposlouchavat, Ci opét stisky klaves

injektovat.

Hardware

NRF24L01+

Flipper Zero
Raspberry Pi
Arduino

Nordic nRF52840 (usb dongle)
Ubertooth One - Great Scott Gadgets
CC1101 based

CC1101 standard module (10 mW output)
Flux capacitor - Rabbit-Labs (100 mW output,
enhanced receiver capabilities)

11






Evil Twin utoky — obecny popis

X ALEF

Utoénik nezna heslo existujici Wi-Fi sit&. Utoénikav Access Point vystupuje jako oteviené SSID, aby nékoho oklamal a pfipojil se, nebo pouzije

deauth (deautentiza¢ni) utok, aby uzivatele odpojil a donutil k pfipojeni k faleSnému AP.

- Utoénik miize nabidnout pfipojeni k internetu a odposlouchavat provoz jako MitM.

+ neodhali heslo skuteCného SSID (klienti se automaticky nepfipoji k faleSnému otevienému SSID, pokud je to poprvé.)
Utoénik za pomoci socialniho inzenyrstvi, de-autentizaéniho Utoku, nebo kombinaci obojiho mize$ predstirat, ze skuteény AP ma problém s
konektivitou.

+ Na ,zlém“ AP sidli captive portal (pfihlaSovaci stranka k Wi-Fi) - ktera ma za cil zachytit heslo ke skute€nému AP (je potfeba zachytit

handshake dfive, aby Slo ovéfit, zda je zadané heslo spravné).
*  Neni ucinné proti technicky zdatnym uzivatelum.
Utoénik zna heslo naptiklad z pfedchozich atoku, socialniho inZzenyrstvi, heslo je vefejné dostupné, nebo je SSID s otevienou autentizaci.
-« Utoénik miize pomoci deauth Gtoku odpoijit uZivatele, aby se pfipojil k falesnému AP.
«  Pokud nabidne i pfistup k internetu, uto¢nikovo SSID vypada legitimné a provoz Ize odposlouchavat (MitM)

Kombinace Rogue Access Point a Evil Twin utoku (MitM).

- Utoénik se stane sou&asti existujici infrastruktury (napfiklad Access Point, AP bridge, apod.) a je fyzicky zapojeny do sité

13






Obrana
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Obrana

Keystroke injection

« Aktualizovat firmware zafizeni

* Whitelisting USB zafizeni

+ Zablokovani kritickych tfid USB zafizeni

* Port blocker — kompletni blokovani USB

» Poutziti specialniho programu pro monitorovani rychlosti psani

* Hledani zranitelnych zafizeni za pomoci vulnerability assessment
nastroje Ci hledani v lozich operacnich systémi

+ Zamezeni pristupu uzivatell k prikazové radce s vysSim

opravnénim

N ALEF

Evil Twin

« Zakaz automatického pfipojovani

* Mandatorni pouziti VPN

* Pouziti Wireless IDS

* Implementace WPA Enterprise
(802.1x) za pomaoci certifikatt

» Vzdélavani zaméstnancu

16
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Dekuji za pozornost
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