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Attack Scenario
Vendor of a Helpdesk system was breached and attacker managed 

to embed a malicious code into the product source code base

Next product build was released with a backdoor implanted and 

deployed by the customer base

Basis of the backdoor is web shell with reverse shell

Actors:

• Attacker’s endpoint (1.2.225.42)

• Ubuntu server running the Helpdesk application

(5.180.196.1:443 >> 192.168.255.1:443)

• Windows server providing DNS services and holding company

data (192.168.255.2)

• Linux server providing SSH (192.168.255.3)

Objectives:

• Steal sensitive company data

• Disrupt company operations
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Reconnaissance

Attacker is scanning the 
Internet and confirms 
presence of vulnerable 
Helpdesk systemAttacker

1.2. 225.42

https://www.progress.com/
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Initial Access

Attacker accesses 
vulnerable Helpdesk 
system and starts a reverse 
shell (via implanted 
backdoor)

Attacker
1.2. 225.42

This is the malicious web shell code implanted into the application by the 

attacker. Accessing a specific URL and providing specific parameters will 

execute an action on a server running the compromised application. Reverse 

shell binary is owned by root with setuid bit set. It will be executed 

under root permissions.

https://www.progress.com/
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Initial Access

Attacker accesses the 
Ubuntu server running 
Helpdesk system via 
reverse shell with root 
permissions

Helpdesk 

application

192.168.255.1

The reverse shell is 

meterpreter from the 

Metasploit framework as it 

provides various useful 

features (keylogger, file 

transfer from/to the 

backdoored machine, etc.).

https://www.progress.com/
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Discovery

Attacker obtains internal IP 
address and network 
subnet to move laterally 
(ifconfig)

Helpdesk 

application

192.168.255.1

With the meterpreter reverse shell, 

the attacker establishes more 

interactive reverse shells to make 

the attacking more comfortable. After 

this, he downloads all the required 

tools (metasploit framework, nmap, 

arpscan, exploits, ... ) and finds 

out the internal IP address of the 

machine and its netmask (the machine 

has private IP, because it is hidden 

behind a router and accessible 

through NAT) to expand on the attack 

in the internal network.

https://www.progress.com/
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Discovery

Attacker enumerates 
devices/IP addresses active 
on the same network 
subnet (ARP scan)

Helpdesk 

application

192.168.255.1

https://www.progress.com/
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Discovery

For each active IP address 
attacker discovers available 
services and system 
fingerprints (TCP SYN 
scan)

Helpdesk 

application

192.168.255.1

The network is not properly 

segmented. Attacker can access 

other systems from compromised 

machine over the network.

https://www.progress.com/
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Credential Access

Attacker focuses on Linux 
server first and tries to get 
access to SSH service 
(password spraying attack)

Helpdesk 

application

192.168.255.1

Technique so-called “password 

spraying attack” is a small 

amount of login attempts using 

frequent combinations of 

login/password. In this case 

with no success.

https://www.progress.com/
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Lateral Movement

Attacker exploits a 
vulnerability on Windows 
server running DNS service 
(SIGRed/ CVE-2020-1350)

Windows 
server

192.168.255.2

DNS SIGRed vulnerability exploit 

allows the attacker to run

the reverse shell with the 

highest system privileges.

Helpdesk 

application

192.168.255.1
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11© 2025 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Lateral Movement

Attacker stops Windows 
Defender to prevent security 
alerts and downloads 
meterpreter tooling

Windows 
server

192.168.255.2

https://www.progress.com/
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Lateral Movement

Attacker starts the 
meterpreter tooling on 
Windows server and opens 
reverse shell again

Windows 
server

192.168.255.2

https://www.progress.com/
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Collection

Attacker transfers data from 
Windows server to the server 
running the Helpdesk 
application

Windows
server

192.168.255.2

https://www.progress.com/
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Exfiltration

Attacker exfiltrates data using 
DNS tunneling (using netcat
and camouflaging traffic as 
DNS queries)

Helpdesk 
application

192.168.255.1

Attacker
1.2. 225.42

https://www.progress.com/
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Impact

Attacker exploits a 
vulnerability of NTFS that 
leads to corruption of file 
system (CVE-2021-28312)

Windows 
server

192.168.255.2

Exploitation leads to  corruption of 

the file system that reboots the 

device and after which the device is 

unable to boot into the operating 

system. It cannot be easily fixed -

only the reinstallation of the 

system can fix the issue even though 

the Windows tries to fix it itself. 

All services provided by the machine 

are not available anymore thus it 

leads to an impact on company 

operations.

https://www.progress.com/
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Impact

Windows server is offline, 
Samba service is no longer 
available, and company 
operation is disrupted

Windows 
server

192.168.255.2

https://www.progress.com/
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Why do you need NDR?

“Your detection and response 

capabilities are more important 

than blocking and prevention. 

Monitoring and analytics should 

be at the core of all next-

generation security platforms.”

Neil MacDonald

VP Distinguished Analyst, Gartner

Security & Risk Management Summit

London 2015

Foto taken by Pavel Minarik on old cell phone, please mind the quality

https://www.progress.com/
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Preventive measures 

and tools such as 

firewalls or antiviruses 

fail to prevent cyber 

security incidents and 

compromise.

Prevention is failing Traffic volume grows Encryption is used Advanced threats

Traffic volume in 

enterprise networks 

starts to grow 

exponentially, 

especially in the east-

west direction, 

existing tools lack 

required scale.

More and more traffic 

is encrypted making 

the signature-based 

threat detection 

limited. Perfect 

forward secrecy limits 

decryption options.

Threat actors are 

more sophisticated, 

backed by AI tools, 

cyber crime is a 

profitable business 

and defenders are 

falling behind.

Main Drivers for NDR Technology

https://www.progress.com/
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Virtual Servers Native Flow Logs

Flowmon Probe

vTAP/Mirroring

Flow log export

Local Servers

Flowmon Probe

TAP/SPAN Network Traffic

Network Traffic

Flow data export

Flowmon Collector

Think Scale

Think Hybrid

ON PREMCLOUD

https://www.progress.com/




Slides Replacing the
Live Demo
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Overview

Summary of detected events, 
prioritized hosts, mapping to 
MITRE ATT&CK framework

https://www.progress.com/
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Events

Detected events representing 
individual steps of the attack

https://www.progress.com/
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Discovery

Network discovery using ARP 
scan to identify hosts in the 
same network subnet

https://www.progress.com/
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Credential Access

Attempt to gain unauthorized 
access to SSH server using 
password spraying attack

https://www.progress.com/
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Exploitation

DNS SIGRed vulnerability 
exploited to run arbitrary code 
on Windows server granting 
attacker access

https://www.progress.com/
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Data Exfiltration

Data exfiltration over an 
alternative protocol masking 
as DNS traffic

https://www.progress.com/
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Impact

Samba service is no longer 
available, server is down

https://www.progress.com/
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