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Vyvoj bezpecCnosti

Bezpecnostni principy

X ALEF

Windows 11
* Credential guard
- TPM ¢Cip
MFA
XDR reSeni
Sifrovani
GDPR, ISO, NIS2

Zero Trust

Algorithm

RC4

3DES

IDEA

MDS

SHA-1

DES

R5A

ECC

ElGamal

5HA-256

SHA-3

Diffie-Hellman

AES

Blowfish

Twofish

S‘y"ﬂnntum

ALuve

Zero Trust Princ

Cisco XDR

Security operations simplified

Verify explicitly

L£0, L3£, £330 LS

O CORTEX XDR

Use least
privileged access

JULLESSUT LU DIOWVWIHISI, CONSIUENed >ecure

ChaCha20

Symmetric

Active

256 bits

High performance; used in modern protocols like TLS 1.3
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VZdéIeny pi"iStup mimikatz 2.2.0x64 ( X + ~

PS C:\tools\mimikatz_trunk\x6U> .\mimikatz.exe

Teorle . mimikatz 2.2.8 (x64) #196U41 Sep 19 2022 17:U4:08
JHH# M ##. "A La Vie, A L'Amour” - (oe.eo)
## / \ ## [¥%x Benjamin DELPY ‘gentilkiwi‘ ( benjamin@gentilkiwi.com )
#H O\ / #H > https://blog.gentilkiwi.com/mimikatz
* Remote DeSktop Protocol i v # Vincent LE TOUX ( vincent.letoux@gmail.com )
"HHHH > https: ingcastle. com nttps://mysmartlogon.com %%
https://ping 1 / https://my log /
 Klient-server vzdalené ovladani pocitace e
11! Warning: false positives can be listed !!!

* msisc.exe

| PID 8608 mstsc.exe (module @ ©xEPEEEEEELOLDFTER)
« Mimikatz ServerName [wstring] '20.56.75.30°
ServerFqdn [wstring] '°
UserSpecifiedServerName [wstring] '20.56.75.30°
. Benjamin De|py UserName [wstring] 'david_da’
Domain [wstring] 'ALEFDEMO®
. i i . . i i o Password [protect] 'SecretPasswordl112233"
- Silny nastroj pro extrakci uzZivatelskych Udajl z  [EEEEEeEEEEEEtE [wstring] '
. . PasswordContainsSCardPin [ bool ] FALSE
WlndOWS SyStemU ServerNameUsedForAuthentication [wstring] '20.56.75.30°

RDmiUsername [wstring] 'alefdemo.localldavid_da’

- Eskalace privilegii

mimikatz #

*  Penetracni testovani

X ALEF



Vzdaleny pristup
DEMO - ziskani uzivatelskych
udaju

Azure-PAWO1
Zabezpecena dedikovana stanice ke DCO1
spravé domény Doménovy fadi¢

On-Premise

g RDP

TCP/UDP 3389

PAWO1
Zabezpetena dedikovana stanice ke
spravé domény

X ALEF



Vzdaleny pristup

DEMO - ochrana pred hesly v citelné

o g .
Mstsc.exe '.

N ALEF



Recycle Bin

. Windows PowerS X + ~ .* - 0o X

PS C:\tools\mimikatz_trunk\x6d>

Google
Chrome

e

Microsoft
Edge

3:29 PM
4,
b= o/as2024 B

Be (@& Search



Vzdaleny pristup a heslo v Citelné podobe

M | tl g aC e PS C:\tools\mimikatz_ trunk\x64> .\mimikatz.exe

CHEHEE . mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
. HE N ##. "A La Vie, A L'Amour” - (oe.eo)
i ———— i/ # /*** Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )

> https://blog.gentilkiwi.com/mimikatz

. Vincent LE TOUX ( vincent.letoux@gmail.com )
¢ W > https://pingcastle.com / https://mysmartlogon.com ***/
o ~ - mimikatz # ts::mstsc

” "I elp ! Warning: false positives can be listed !!!

hAIZ/\ | PID 2628 mstsc.exe (module (@ Ox0000BEEBEO37F8AL)
[ J

ServerhName 'dco2.alefdemo.safe’
ServerFqdn 2 ing] "

° *B'PI'E!E‘I'I'I' UserSpecifiedServeriame . ing] "dc@2.alefdemo.safe’

UserName "Te-dburinsky’
- Domain ‘ ing] "ALEFDEMO’
3 . P Password protect] *123456°
SmartCardReaderName v
PasswordContainsSCardPin ] TRUE
° W ServerNameUsedForAuthentication wstring] 'dc@2.alefdemo.safe’

RDmiUsername wstring] "ALEFDEMO\t®@-dburinsky’

Zero Trust

X ALEF



Vzdaleny pristup a heslo v Citelne podobe

Mitigace

* Restricted Admin Mode
* Dostupny vyhradné pro Cleny skupiny Administrators.

- Nedochazi k delegaci uzivatelskych udaji na cilovy server.

« Povoleni na strané serveru / mozné vynuceni na strané klienta.

| — —_—
Privilegovany g FE

uzivatel

Klient Server

X ALEF

B> Remote Desktop Connection S

| Remote Desktop
"¢ Connection

General Display Local Resources Experience Advanced

Logon settings
g L Enter the name of the remote computer.
Computer: dc01

Username:  David_DA@alefdemo local

Your Windows logon credentials will be used to connect.

[CJiAlways ask for credentials:

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save As... Open...

- F[ii\de Options | Connect | Help



Administrative Templates\System\Credential Guard

i) Mot Configured Comment:

(®) Enabled

FastCache
- FileSystem
.. | FileSystemUtilities
' GraphicsDrivers
..... GroupOrderList
.| HAL
- hivelist
----- hiveredirectionlist
: IDConfigDB
.| | InitialMachineConfig
- [PMI
\ Keyboard Layout
Keyboard Layouts
v. | Lsa
N AccessProviders
Audit
..... CachedMachineMames

CentralizedAccessPolicies
f_rﬁHrrn

A Restrict delegation of credentials to remote servers

E‘ Restrict delegation of credentials to remote servers

O =
Previous Setting

Mame Type Data

ab) (Default) REG_SZ (value not set)

s auditbasedirectories REG_DWORD Oe00000000 (0)

_?5'9"] auditbasechjects REG_DWORD CreD0000M00 (0)

EﬂAuthenticatinn Packages REG_MULTI_SZ msv1_0

#ws|Bounds REG_BIMARY 00 30 0000 00 20 00 00
mﬁail REG_DWORD OrcD0000000 (0)

e dizabledormaincreds REG_DWORD OheQOD0O0D00 ()
.?5'9'] DisableRestrictedAdmin REG_DWORD 00000000 (0)

_?5'9'] everyoneincludesancnymous REG_DWORD CraD0000000 (0)

fg'gﬂfnrceguest REG_DWORD OecO0O0O00000 (0)

fg'g"]fullpri*.rilegeauditing REG_BIMARY o0

s LimitBlankPasswordUse REG_DWORD OoeD000000T (1)

_?5'9'] Imcompatibilitylevel REG_DWORD OocDO00000S5 (5)

o) LsaPid REG_DWORD Coc000027c (B36)

s| MolLmHash REG_DWORD Cec0000000T (1)

YR o AEs LA T e v -

€

Computer\HEEY _LOCAL PACHINENSYSTEM\ CurrentCaontrolSet\. Control\Lsa

Require Remote Credential Guard: Participating applications

must use Remote Credential Guard to connect to remote hosts,

OK

Cancel

Apply

X ALEF

10



Vzdaleny pristup a heslo v Citelne podobe
Mitigace
* Restricted Admin Mode
* Dostupny vyhradné pro Cleny skupiny Administrators.
- Nedochazi k delegaci uzivatelskych udaji na cilovy server.
« Povoleni na strané serveru / mozné vynuceni na strané klienta.
* Privileged Access Workstation

- Dedikované pocitaCe pro spravu infrastruktury.

- Maximalni koncentrace na vylouéeni
potencialnich vektort infiltrace.

* Bezpecny bod kontaktu s infrastrukturou.

X ALEF



Vzdaleny pristup

Mitigace — Restricted Admin Mode

CLOUD
| H EEI
Privilegovany
uzivatel PAWO1
Zabezpedena dedikovana stanice ke pco1r
spravé domény Domeénovy radic

X ALEF



Vzdaleny pristup a heslo v Citelne podobe

Mitigace

%% Remote Desktop Connection =

l“ Remote Desktop
1»¢) Connection

General Display Local Resources Experience Advanced

Logon settings
p L Enter the name of the remote computer.

Computer: de01
User name: David_DA@alefdemo local

Your Windows logon credentials will be used to connect.

[ JiAlways ask for credentials:

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save Save As... Open...

- l-[li\de Options Connect | Help

X ALEF

mimikatz # ts::mstsc

1l Warning: false positives can be listed !!!

| PID 5756

ServerName

ServerFqgdn
UserSpecifiedServerName
UserName

Domain

Password

SmartCardReaderiame
PasswordContainsSCardPin
ServerNameUsedForAuthentication
RDmiUsername

[wstring]
[wstring]
[wstring]
[wstring]

[wstring]
[protect]
[wstring]
[ bool ]
[wstring]
[wstring]

mstsc.exe (module @ OxPEEEEEEEE1EDFEFA)

'dcBl’
'dcBl’
'David_DA'
"ALEFDEMO"

FALSE
'"deBl1®

' ALEFDEMO\david_da"




Vzdaleny pristup
DEMO - ochrana pred hesly v citelné
podobé

Jak se chranit:
Restricted Admin Mode

X ALEF
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

= Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
IVIIGHO!

EGJE

PS C:\Windows\system32>

Iﬁmn@ﬂ
@hrom

mm < Search




Mitigace

Koncept Tiering — On Premise

Tier O

Tier 1

Tier 2

N ALEF 16



Mitigace

Koncept Tiering — On Premise

e

Tier O
Domain Admln

Allow administration

Doménovy radi¢ y

Tier 1 & —

Server Admin

Tier 1 PAW

E ; Allow administration
L=

Print Server

Tier 2
Workstatlon Admin

Tier 2 PAW

Allow administration

~\

®,

User Workstatlon)

X ALEF

17



Mitigace

Koncept Tiering — Entra

7

Control

plane Control plane
\ admin account

A\ 4

Entra ID

Management & — .

plane

Management plane
admin account

A

Azure

s
Workload &
plane

\ User

X ALEF

User Work

station

PowerApps

18



Mitigace

Privileged Access Management

Automaticka zména hesel privilegovanych uctu

Zabezpeceni pfistupu k privilegovanym uctum

Automatizace bezpecnostnich pfFistupu

Detailni audit pouzivani téchto ucta

X ALEF

19



Settinne

[ &

'~
L Remote Desktop
E *»¢ Connection

Recycle Bin

General Display Local Resources Experience Advanced

6 Logon setti

H . Enter the name ofthe remote computer.
Microsoft ‘g
Edge Computer:
Username:
>
| PID 3812 mstsc.exe (module @ ©x0000BOLEBOBBFAE®)
ServerName [wstring] '10.15.16.160'"
ServerFqdn [wstring] "'
UserSpecifiedServerName [wstring] '10.15.16.160'"
UserName NSl -4llldec7fo6de68b87b6e65d54abc74684a0le2e6d31772e9c63b2e73a00cfab8bf1j
Domain [wstring] "'
Password [protect]
SmartCardReaderName [wstring] "'
PasswordContainsSCardPin [ bool ] FALSE
ServerNameUsedForAuthentication [wstring] '1©.15.16.160"'
RDmiUsername [wstring] "'
mimikatz #
1 |

[ 2 Type here to search

Beyondinsight = Password Safe

[El BeyondTrust

Accounts 2 ; 5 vnloade



Vzdaleny pristup
DEMO - ochrana pred hesly v citelné
podobé

Jak se chranit: PAM

X ALEF

21



Login | BeyondInsight x +

- © Notseewre  hips://10.15.16.160/webconsole/#!/login

) BeyondTrust

PLEASE LOG IN

Username

This field is required.

Password

» Show

Log in to

== None v

Use SAML Authentication
If you are having trouble logging in, or have forgotten your username or password,

Forgot Password?

please contact your Administrator.

= 10:41 AM
=F Q Search NG L ) res O




Zaver
* Vzdalena sprava ma sva rizika i ve velmi dobre zabezpecenych

infrastrukturach

* Implementace doporucenych opatreni je kliCova
* Restricted admin
* Tiering model

* Privileged access workstation

X ALEF



Déekuji za pozornost

N ALEF

N ALEF

David Burinsky

Systems Engineer

David.burinsky@alef.com
www.alef.com

ALEF NULA, a.s.
Pernerova 691/42
186 00 Praha 8
Czech Republic
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