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O Hluboka Fidelis Elevate — ADR platforma

Vizibilita * hluboka vizibilitu na déni na siti i koncovych bodech
Prevence a detekce | vySetrovani a hunting | reakce a
remediace kybernetickych incidentu
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/" Pfesna )
o Detelfce - Fidelis Network — detekce a prevence na sitovem provoz
Analyza - Fidelis Endpoint — EDR & EPP — ochrana koncovych bod(
« Fidelis Deception — inteligentni pastiCky — proaktivni detekce
Rychla | A Automatizovana
Reakce o Foeus R @) Detekce a Reakce

o o
o/ ;
Uis pecep™

@



Kompletni vizibilita site

Rozsah

Neselektivhé vSechny porty & protokoly
- Nestandardni & vSech 65k port(

- Popis neznamych protokoll

Prichozi & odchozi komunikace
Monitoring v realném c¢ase i do minulosti

Skalovatelné az do 10 Gbps / sensor

Hloubka

0 Hluboka
Vizibilita

Aggregate Alerts Aggregate Alert Details #4559
AllData  ~ Q
Status: All ¥ Assignee: All ¥ Console ~ 5 Open BEClose | Wlabel B Comment @ Purge
[0 Seore « First Alert Last Alert Status Malware Backdoor. Win32.Rbot.gen of Type TROJAN Detected from bobitah.tripod.com to 166.91. p
54.108 =
D ssss  Malware Exploit HTML Iframe.FileD. bprancoun@pivol.. Jun20  Jun20
P N
STATUS NEW YES
O === Malware TrojanClickerWin32 Agen.. 16691.176206  Jun20  Jun20 ALERTTIME  2017-06:20 04:59:53 ) ity
80 TIME  2017-06-20 14:05:33 LABELS [None]
O *=** Malware Trojan-DropperWin32.Dell. 16691153120  Jun20  Jun20 Alerts 5 Entity Details Workflow (0
0 . :
D ssss  Malware BackdoorWin32 Rbot.gen.. 16691.13466 2 Jun20  Jun20
80
D ssese  Malware Trojan-Downloader Win32. . 1669112421  Jun20  Jun20
& Host P 166.91.54.108  Protocol HTTP
O ==** Malware TrojaFakeAVWin32 Win_ 1669168242  Jun20  Jun20
80 T 122
@ e Jun 20 Jun 20 933 o Malware Backdoor Win32 Rbot.gen of Type TROJAN Detected from happyxmas2u tripod.co...
80 14 Host 1P 166.91.54.108  Protoc:
O se Jun20 )
80 06
1405 o Malware Backdoor Win32.Rbot.gen of Type TROUAN Detected from bobitahD.tripod.com to
Aggregate Alerts: 110 100 of 484 2345 Next> » 100 per page ~

DPI & DSI - pakety, spojeni & obsah, v€etné hluboce ukrytého obsahu

Parametry obsahu (napf. import hash, atributy certifikatu)

Znalost souvislosti — parametry popisujici zplsob pfenosu dat

MozZnost doplnit zakaznicka pravidla
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Kompletni vizibilita koncovych bodu @

Vizibilita

Rozsah
- Podpora vice OS (MS Windows, Linux, Mac OS)
- Moznost tvorby vlastnich skriptt a jejich distribuce na koncové body
- Vyhodnocovani zranitelnosti na koncovych bodech

Hloubka

- Spousténi a ukonCovani procesi
- Souborové manipulace

- Zmény v registrech

- Windows Event logy, DNS aktivity

- Vystavovana sit'ova spojeni e -

C\Program Files (x6)unternet Expi
r 4 - C613E69CIB191BB02CTA191741A1D024
- Analyza stavu pameéti a OS
8.00.7600.1 Wn7_nm 090713-1255)

sssss

- Systémoveé a aplikacni zranitelnosti (napf. MS Office)

- Sprava koncovych stanic, rozpoznani novych koncovych bodu

-m
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Jak zjednodusit a zredukovat vasi bezpecnostni datovou
analyzu, setridit a stanovit priority, vysetrovani a reakce

Identify and stop
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i‘ | S 11:54 | adminv | ©, ©
@

D Malware Alert #187 & Export = B8 Layout
% €& Back 1o0f2Alerts | Next> f Find Metadata Q Q0 | A New & unassign... & defaut 92 OO0 @WPurge @ XK
~ ~

src(Server) | HTTP Dst (Client) Violation Information Highlighting Decoding Path & Channel Attributes Safe Download
141251227 ——» 192.168.2.101

G} B United States | 80 55098 | |om Bratislava

‘ AP : Malware - Static Engine v HTTP . Download
o &i [Empty] Rule =
@. » / ule  Malware - TROJAN A——

Malware W32/0bfusinjectBot.a of Type TROJAN Detected

. 7 172.16.40.1/virus/mwaq.j
O critical from 141.251.2.27 t0 192.168.2.101 %P9

image/jpeg
GET

80----

Alert Time  2019-03-09 15:27:07

Rule Name Malware - TROJAN e

J ondiesdondd |G R Related Alerts serAgent curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.21
' ' Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2
Malware

W32/0bfuslinjectBot.a
of Type TROJAN Server  nginx/1.13.12
Detected from

141.251.2.27 to

192.168.2.101

Alert Workflow Log Host 172.16.40.1

Endpoint Information Connection  keep-alive

No Endpoint Information available for Host IP 192.168

)

(V]
N
o

=+ binary % Download
demo_network, not_m

ozilla Filename FSS_Object-0

Decoding Path  HTTP(mwq.jpg) Malware Information Suspicious - Pad (8 bytes)
- binary(FSS_Object...
me: W32/0bfuslinjectBot.a

v Additional Information Malware Type TROJAN

T

Filename FSS_Object-0 Recorded Session

etype exe

Sandbox Report
718 KB Po Overview Recorded Client Data Recorded Server Data

D

Malware Name  W22/0OhfuclniectRnt a s - = - SAmSsm S sns mmass dann ssn s snas *



i 12200 | adminv | €, ©@
Malware Alert #187 & Export = &8 Layout
% €& Back 1 of2Alerts | Next> f Find Metadata Q0 | A New & unassign.. & default 92 OO0 @WPurge @ X
[ ~
Src (Server) HTTP Dst (Client) Sandbox Report Forensic Data _— Y
141.251.2.27 ﬁ 192.168.2.101
@ Bl United States | 80 33088 L. Full Page 2d 53 99 90 93 B0 0@ 99 02 00 99 @9 ff ff e @8 M
&; _ : v Analysis Report (Metadata) be @2 22 @0 22 22 @0 @2 4@ 22 @0 °° 82 e° °@ ee Zosssssssssnannanss
@' e 22 22 22 22 92 92 92 92 ©2 22 22 22 22 22 89 e9
Malware Score 100 90 G0 92 P0 O2 0 90 2 ©O ©0 9P 0 @ 20 0 08 -
o eve 0O cCritical D 119805214 @e 1f ba @e @2 b4 89 cd 21 b8 @1 4C €d 21 54 68  .....iiiiiiiiiniannn
69 73 20 70 72 6f 67 72 61 6d 20 63 61 68 68 6F  ..eeneens I..L.!Thi
Thr e 80 mmee win7 74 20 62 65 20 72 75 6e 20 69 G 20 44 4f 53 20 s.program.cannot.b
ﬁ Alert Tir 2019-03-09 15:27:07 rted  2019-06-06 08:02:26 6d 6f 64 65 2¢ od @d @3 24 @2 @2 @2 @2 @2 @2 @@  e.run.in.DOS.mod
. Sb da c1 ae 1f bb af fd 1f bb af fd 1f bb af fd e....8.uinns [ees
;] Name Malware - TROJAN Ended 2019-06-06 08:06:03 16 ¢3 33 fd @4 bb af fd 16 3 2¢ fd 9F bb af fd  ......
( nld 38 Go to Conclusion 217 Seconds 16 c3 3c fd @a bb af fd 1f bb ae fd f2 bb af fd  .....:....... yeeeen
o 16 c¢3 2b fd 7b bb af fd 16 ¢3 3d fd 1e bb af fd B +
B Malware X 16 c3 3b fd 1e bb af fd 16 c3 3e fd 1e bb af fd feuunn TR H
0§'> g%’;ﬁ:ﬂj‘:ﬁmma File uv.exe 52 69 63 68 1f bb af fd ©2 G2 G2 G2 G2 G2 @2 @2  ..... >....Rich
Detected from Analyzed As  PE32 executable (GUI) Intel 80386, for MS Windows, RAR self S0 45 B0 B 4c el es B8 526D 1 52 00 €0 80 B8 .......... FE-
@ 141 251297 10 _extracting archive 22 22 22 22 €2 22 23 21 ©b o1 @9 @2 e2 52 @2 e Levenes
eole 22 93 22 22 22 22 22 22 43 d3 o1 2 e2 12 e e Ruvnnrnnennennenns
192.168.2.101 SHA256 ¢34d903ef5c004b86a82fdf0f6ac3016ae612e4e419b62ac42 22 70 02 02 02 02 42 22 ©0 10 00 00 0 02 00 @0  R..........
Labels demo_network, not_m b3a907e4f52cbe 85 22 22 22 22 90 92 9@ O o2 e2 ee ee ee ee ee Havernann Peve-
ozilla SHA1 ed5beBeb6d13b05a669d52b88c2cd33855¢29570 22 20 @5 22 00 04 22 22 @0 20 @0 20 22 0 @ 81 - S
220 20 12 22 22 12 02 92 02 00 10 00 @0 10 82 820  .........eniieninnns
Decoding Path  HTTP(mwg.jpg) MD5  29ad18b86f1620890b37ff4fd537edae 00 ©0 20 90 10 00 00 02 10 bf 02 00 33 €0 80 80 ........eeeieiinns
\s binary(FSS_Object... 6C ab 22 22 dc 22 22 22 02 0 02 @0 dC 35 80 80 ......e.een.s 3...
« Behavior Indicators 22 20 20 20 20 20 00 90 ©2 00 o2 0 o0 o0 e e Lovenraneanns Suvuns
92 20 20 20 20 22 92 90 @ 73 02 00 1C 82 82 82 ......enienienianns
v Additional Information > FSS_SBA_Feeds e 22 22 22 20 20 20 22 92 02 02 o2 2 o0 o0 e eo eiS.e.
92 20 20 22 22 22 92 92 82 9h 02 90 40 80 82 220 ........ienienienns
Filename FSS_Object-0 ) 7 92 20 20 22 02 2 22 20 00 70 02 @0 74 03 80 80 ............
Filetype exe > FSS_SBA Classifier Seonis] P2 P2 22 20 00 00 20 20 02 00 00 00 80 80 80 80 Barenieienn.. p..
: 92 90 22 22 02 02 Q2 9@ 22 74 65 78 74 @0 80 80  t.......ienienianns
— Filesize 718KB > FS_Startup_Roaming Score: 40 76 5182 20 22 12 90 20 02 52 02 80 80 84 80 80 .......... text. ..~
- o M AT SO e lniantRat 90 90 20 22 02 P2 02 00 ©0 G0 G0 00 2000 @0 60  Q.......
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Alerts

Malware Alert #1201

€ Back | 2of3Alerts <Prev | Next>

HTTP

Src (Server) Dst (Client)
23229156226 —— 192.168.200.90
S8 United States | 80 I-:‘—; e, Czech
@® voww.sharks... 49923 :
&5a WINDOWS1._
Severity @ Critical
hreat Score 90 s e
2019-04-03 09:26:21
Rule Name Malware - TROJAN

157 Go to Conclusion

Malware GenericRXFZ-
QD!3490B382D4DB of
Type TROJAN
Detected from
www.sharkswithlaserb
eams.biz to
192.168.200.90

Labels demo_endpoint

HTTP(Demo-Ransom...
v chunked(Demo-R...
v+ gzip(Demo-Rans...

v Additional Information

Demo-
Ransomware.exe

elype exe
Filesize 230KB
GenericRXFZ-

@ Find Metadata (@

Endpoint Information ! Endpoint Tasks

Decoding Path & Channel Attributes

1203 | adminv | Q, @
& Export =& Layout
1) | A New & unassign.. & defaut 1 ©O2 @®Purge @ X
Safe Download

v DNSResolution

bbf02f4d-8d6f-40ed-8a5d-aalal51efee?

Validation 4 Enrichment 3 Detections 2 Endpoint Tasks 2

v HTTP

Endpoint Activity Detected

Rule information not available Filename

Event 3: Process Start ( More Details (1) <Prev 30f 4 Next>

Process Summary

installer.exe
12 C:\Temp\installer.exe
rt Time 2019-04-03 9:26:32
Jser WINDOWS10CLIENT\fidelis Connection
PID 5852 Serve

Executable File Summary

=+ chunked
C:\Temp\installer.exe

34900382d4dbdc1a8ae911957¢3a3867 Filenam

Size 230KB
e Version 2.0.0.0

!

www.sharkswithlaserbeams.biz

sharkswithlaserbeams.biz

< Dowmload

Demo-Ransomware.exe
www.sharkswithlaserbeams.biz/Demo-Ransomware.exe
application/x-msdownload

GET

200

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW64; Trident/7.0; .
NET4.0C; NET4.0E)

www.sharkswithlaserbeams.biz
Keep-Alive

Apache

Upgrade, Keep-Alive

<& Download

e Demo-Ransomware.exe

< Download

ename Demo-Ransomware.exe

A
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Windows10ClientA = Process

installer.exe

Process Summary

Endpoint
Name
Command-line
Start Time
End Time
User

PID

Parent PID

Parent Name

Windows10ClientA

2019/07/2010:04UTC | administratorv | @

o LA New Behavior Rule | ¢ Create Yara Rule | ¥ Reports % Tag (' Start Task

106
installer.exe
4B
C:\Temp\installer.exe |
= 4
2019/04/03 07:26:32.071 |
Process Start ~ ~ 133 6B 98
2019/04/03 07:26:33.087 | i|h | |. B 98
~ = 2 2 2 =
WINDOWSTOCLIENT\fidelis | 2 | |2 El 3 | 10| o ? /
5852 3 18Iy <= IRy 6B 9F 6B 9 Process End
- IEnnnhe i
000ms 100ms 200ms 300ms 400ms 500ms 600ms 700ms 800ms 900ms 000ms 100m
EXCEL.EXE . 07:26:32 07:26:33

Parent Process Tree Child Processes Remote Threads EXE/DLL Files Created Files Written Files Closed Registry Writes Network Connections

O

EXCEL EXE

O

installer exe O—O cmd.exe




2019/07/2209:16 UTC | administratorvy | @

Windows10ClientA ' Process @ firefox.exe LA New Behavior Rule | #* Create Yara Rule = ¥ Reports Tag | (7 Start Task

© K

Process Summary

S)

Endpoint Windows10ClientA

13
e

Name firefox.exe

Command-line "C:\Program Files (x86)\Mozilla
Firefox\firefox.exe"

Start Time 2019/04/03 07:25:42.727 17
End Time 2019/04/03 07:26:48.086 Process Start 41D 4B B 4B o

| |
| 6By 3 B3R 4D 200 2
|11 | 1]

User WINDOWSTOCLIENT\fidelis
PID 4396

1S 500ms 600ms 700ms 800ms 900ms 000ms 100ms 200ms 300ms 400ms 500ms
v 07:25:42 07:25:43

Child Processes Remote Threads EXE/DLL Files Created Files Written Files Closed Registry Writes Network Connections

— O pingsender.exe
__ B _,_’—O firefox.exe

firefox.exe

o & o]

Parent PID 4932

Daran t hlaran sindatar Ava

_-______installep.exe—o O cmd.exe
“'”‘“‘“"“——O EXCEL.EXE

firefox.exe

firefox.exe




Metadata... zaklad pro analyzu!

Doménovy uzivatel,
Webmail uzivatel, FTP
uzivatel, emailova adresa,
device ID, organizace

Nazev souboru, SHA256,

MD5, tagovani obsahu,
jméno a typ malware

Od soucasnosti zpét do
historie az do dobu, po jakou
jste ochotni ukladat metadata

Client Country CLIENT

Client Server
e A Collector Collector
172.16.20.30 | 55230 B0 | 74208.236.29
= = Command POST
HTTP : .
Connection Keep-Alive
Durati 1 d Entropy 5.412
<
San$ Im::::ln_nEP Fisstze 2572
Session Start 2019-02-18 14:44:32 Fistype kol
T 20150218 14:44:32 Hest 6mvj05sncjh2809g60gggh7j921vwnj7t.net
:mg m: Top o MD5 c05fadf32caaaB2dal8572dd0da22155
po Server Apache

Server Country United States
Server FODN 6mvj05sncjh2809g6ogggh?j921vnj7tnet
SHA256 34a40f455504a44711c0d9d483b14570fd
72fe1685449b38a4c587e1813a8387
Status Code 200
User Session ID 9329%0bb-33b5-11e9-bc10-00505680f8f

D Q

Decoding Path HTTF:html
URL &6mvj05sncjh2B09g6ogggh7j921vnj7t.net/upload.php
User Agent Mozilla/5.0 (Windows NT; Windows NT 6.1; en-US) WindowsPowerShell/5.1.14409.1018

Hluboka
Vizibilita
Presna

Detekce
Analyza

Zdroj, destinace,
geolokace/zemég, IP
adresa, organizace,

URL, doména

protokoly, aplikace, typy
souboru, User Agent,
zakaznické protokoly,
zamaskované a vnorené
soubory a skripty

Rucni vyhledavani, automatické analyzy, detekce anomalii...
Za zlomek nakladu tzv. PCAP systému a s mnohem rychlejSi odezvou.

11
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- Network Metadata 1206 | adminv | Q, @
Default Filter * v @ Actions- | BLayout~- @
- Q| Advanced

Time: Mar 09, 15:03:12 - Mar 09, 15:58:12 & Transactions: 1to 100 of 100 100 per page v Sorting: Time Des v Collector: Collector
@ I#* Graphical View v = Metadata Details v AV

. Sensor: Direct Session: 6666397808009867027 Session Size: 0 Bytes, 0 Packets Related Alerts: @
X-Axis Sequence v

User Labels | No Selection Client SQUIRRELMAIL Server
192.168.2.101 37944 20 103.11.74.6
T Colorby  (Prosoool~ m Slovakia == |ndonesia

I F.UnknownProtocol*
f

I POP3 -/ =» HTTP(compose.php) A

= attributes

S)

| seurrELMAIL
Filename = compose.php
203.101.184.7 ¢ ] 3R} ) . i s

URL = webmail.pilferdata.com/src/compose.php

ContentType = multipart/form-data; boundary=----WebKitFormBoundaryAezAdMTWAmMASbsEL
Command = POST

StatusCode = 200

Host = webmail.pilferdata.com

TR o > Connection = keep-alive

92.168.2.101 WA LU HHHHT ot R AR AT A AR e R L L PO P O UserAgent = Moxzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/35.0.1916.1
. Referer = hitp://webmail piferdata.com/src/compose.php?mailbox=INBOX&startMessage=1

& % ] B

Server = Apache
} Connection = Keep-Alive
=" 0 SQUIRRELMAIL(cc_name.9.tgz)
= attributes
141 2512 27 Y | | | - Filename = cc_name.S.tgz
AREVENIVY Mode = Upload file
AppUser = nickcopeland@pilferdata.com
From = nickcopeland@pilferdata.com
-l O gzip(cc_name.9.tar)
=i attributes

Filename = cc_name.S.tar

"Y‘V‘/ \Y" \{"‘ NAAAAAANNANNNN 'V'A’\-'v‘/\’v'vl'&u

103.11.74.6 Y ‘T| .'j.'t',; ATRIATAIATATATRIATATATATATAIAT Filename = cc_name.8.tar
Filename = cc_name.7.tar
Filename = cc_name.6.tar
Filename = cc_name.S.tar
Filename = cc_name.4.tar
&

Filename = cc_name.3.tar

Filename = cc_name.2.tar

R R N R R R R O e N I ~
40 50 80 70 80 90 100 Clrmamn = ~~ ~=ean 1 e

0 10 20 20
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DSI Alert #217

€ Back

43 Go to Conclusion

mary CreditCard number(s) going from 192.168.2.101 to
103.11.74.6 over protocol SQUIRRELMAIL

Labels demo_network

HTTP(compose.php)
+» SQUIRRELMAIL(cc_name.9.tgz)
w» gzip(cc_name.9.tar)
v tar(cc_name.8.tgz)
v gzip(cc_name.8.tar)
v tar(cc_name.7.tgz)
L gzip(cc_name.7 tar)
v tar(cc_name.6.tgz)
v gzip(cc_name.6.tar)
v tar(cc_name.5.tgz)
L gzip(cc_name.5.tar)
v tar(cc_name.4.1gz)
v gzip(cc_name.4.tar)
v tar(cc_name.3.1gz)
“» gzip(cc_name.3.tar)
v tar(cc_name.2.tgz)
v gzip(cc_name.2.tar)
v tar(cc_name.1.tgz)
“» gzip(cc_name.1 tar)
v tar(cc_name.0.tgz)
v gzip(cc_name.0.tar)
v tar(cc_name.zip)
s zip(cc_name.Opad)
v binary(FSS_Object-0)
L zip(cc_name.xor)
“» binary(FSS_Object-0)

v Additional Information

Filename FSS_Object-0

etype oasis-document

- e 4 wn

@» Find Metadata Q ©

Violation Information Highlighting (BRL]J
Rule JR_CreditCard Number %
mary CreditCard number(s) going from 192.168.2.101 to
103.11.74.6 over protocol SQUIRRELMAIL
Matched On
JR CreditCard_Number % v
Match on
CreditCard
Decoding Path & Channel Attributes Safe Download
v oasis-document
Creation Date  FriJul 11 17:27:22 2014 UTC
nDate FriJul1117:28:20 2014 UTC
v HTTP & Download

ename compose.php
webmail.pilferdata.com/src/compose.php

ContentType multipart/form-data; boundary=—WebKitFormBoundar
yAezZAdMTWAmMASDSEL

Command POST
Host webmail.pilferdata.com
connection keep-alive

UserAgent Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/35.0.1916.114 Safari

1207 | adminv
& Export = £ Tune

G | A New & unassign..

Recorded Session

Forensic Data

Ii!i! Hex

Adam Abbott 5443-6127-6701-3598 11/13/1961
Brent Carter 4658-1655-4892-4743 19/04/1935
Charles Bullock 3339-5231-7456-9209 1/30/1943
Dean Deacon 3787-915938-48412 ©6/01/1938

Emily Elwood 4687-9961-7724-8763 11/24/1945
Francis Fergusson 4821-98999-151@ ©2/20/1974
Gilly Garnett 5101-3820-8221-1227 12/23/1934
Heather Hallewell 4612-1943-2272-2961 7/11/1993
Ian Inglefield 5321-6977-1177-4183 e3/19/1942
Jerry Jackson 371@-687@13-91326 18/08/1965
Katie Kapoor 4167-6977-2379-3943 ©6/12/1922
Leslie Lancaster 4487-193@-5475-6223 ©8/19/1958
Michael MacGreggor 5146-8309-8485-4898 ©5/18/2092
Leslie Lockwood 5480-4328-2234-3383 ©4/22/1954
Norbert Nicholls 4272-1023-6756-9@99 ©9/15/1914
Oliver Ogrady 4389-2266-4889-6672 23/19/1951
Peter Patterson 5206-4214-1368-2281 18/26/1956
John Quinn 3442-763729-93320@ 29/24/1981

Rowan Rathbone 3432-359223-9886@ ©4/11/1965
Simon Schofield 4194-6589-7158-3714 26/07/1962
Toby Thurman 4539-6783-3513-3486 92/27/1974
Urwin Underwood 6011-3887-9438-2@96 11/e8/195@
victor vaughan 5394-8493-5334-23@6 11/01/1922
wallace walding 4179-9794-8333-9893 ©3/20/1983
Yang Young 6€11-8811-4384-2737 ©3/21/1931
Harrison Dunton 4334-727@-2523-2734 26/11/1998
Lester Pederzani 3689-3656082-8936 28/18/1920
Reynaldo Ake 5275-9204-1066-6347 ©4/19/1985
Leticia Samyn 4198-4752-8724-82082 26/02/1951
Heidi Depner 3448-919116-86886 ©5/26/1924
Bradley Otoole 3755-358228-33844 e5/06/1949
Teddy Litchard 5242-1645-19€8-9206 12/03/1969

Q0

2 Layout

& defaut 1 OO0 WPuge ® X



? Conclusions 1118 | adminv | @, ©
Open-New Conclusions * v Conclusion #2297 Details [New]
P\ IRV Alert ID = 3987 | x Clear | Q
% Status: All v Assignee: All v O Threat Score & Export List Advanced & Open «xMute WmClose = Endpoint Tasks W Label @ Comment @@ Purge
G} Score . Summary Entity First Alert = Last Alert Status
Malware W32/0bfuslinjectBot.a of Type TROJAN Detected from 141.251.2.27 t0 192.168.2.101 n
CICHONT) Malware W32/0bfusinjectBot.a of Type TRO.. 192.168.2.101 Jun 19 Jun 19
ﬁ‘ +#70 19 alarte 2 manth nlAd NA-59 NA* 59
] 80 #291, 12 alerts, a month old 06:52 06:52 e oaneaat pas e
ENTITY 192.168.2.101 WITH MALWARE YES
S FIRST ALERT TIME 2019-06-19 06:52:35 ENDPOINT ACTIVITY
= AST ALERT TIME 2019-06-19 06:52:45 LABELS ne
5 Alerts 12 Workflow (0 Asset Details
[; Showing 4 of 12 alerts. Show all alerts
éb 6:52 @ Malware W32/0bfusinjectBot.a of Type TROJAN Detected from 141.251.2.27 to 0
192.168.2.101
@ Server: 141.251.2.27: 80 /a3 Protocol: HTTP Client: 192.168.2.101: 55098 jom
Endpoint Activity File Name: FSS_Object-0
cport:  Received 2 Size  735KB
29ad18b86f1620890b37ff4fd537edae
Malware Exploit-PDF.b of Type TROJAN Detected from 192.168.2.101 t0 217.20.42.224 0 :
Client: 192.168.2.101: 5123 gm Protocol Server
F.UnknownProtocol* 217.20.42.224: 34537 i3
Endpoint Activity: N File Name: [Empty]
Sandbox Report:  Not Submitted eSize 128KB
E Conclusions:1to 1 0of 1 K <Prev 1 Next> » 100 per page v eype iy

€61¢231d93d3bd690dd04b6de7350abb




12214 | adminv |

Decoy - 192.168.200.51 MULTIPLESERVMBP

L4 Critical severity (5) L2 High severity (4) 4 Medium severity (0)

O b B [N

| o

8

N
® Decoy SSH Access 3
wDecoy FTP Logn 2
a ®Decoy HTTP Access 2
wDecoy HTTP GET Request 2
4 ® Decoy SSH Logn 1

@ Medium severity (0 alerts)
@ High severity (0 alerts)
@ Critical severity (0 alerts)

‘ H aHu

00:00 Jun 11 Jun 14 Jun 17 Jun 20 Jun 23 Jun 28 Jun 28 Jul 2 Jul 5 Jul

]

= 2 Edit | » Conclusions & Alerts Deceptive paths |Services’ Breadcrumbs Shared Folders

6 ¥:4 %:0 10 1

& v {] B

Decoy IP: 192.168.200.51

Netbios MULTIPLESERVMBP .

name: ° Add service

Comment: O

MAC 00:16:41:34:1e:70 Service Ports SSL Ports Login attempts Successful login ~

AN Q= SSH server 22 9 (3 successful) v Jul 42019, 09:50 3 weeks ago JIZA|

Group: PODOLI

Subnet: 192.168.200.0/24 Q&5 FTP Server 21 1 (1 successful) ¥ Jul 22019, 13:10 40|

74

Component: Deception © 13 L. thone equ)

NIC: eth1 [ x) TCP Accept 2049, 512 None Zm

VLAN: 0 O&  SMTP server 25 465 None 2z

Netmask: 255.255.255.0 - h A

Gateway:  192.168.200.2 Q&% Shared Folder s None AU
[ ) Oracle 1521 None Zw

Type: Custom content

Role: Multiple Services © My Sanver et . equ)

os: Ubuntu 16.04 (Linux 3.x) ©&  WebServer 8080 8443 None 740

File system:  Default (%} DNS service 53 None (40}




Decoys 05:22 | seqrydvalv | 16 (i ]

“s

© Definedecoy [ Savetofile 1§ Add multiple decoys @ Tags v Y Filters v _
—
Environment Deception

© o B

® Tag decoys @, By Operating Systems @ By Computer roles
ﬁ, Linux 2.6.x MultipIeDNS ES
M -~ Decoy Subnet \olgn/ dor Role Created on Windows ; Ao ows ScanSEFvices /s
NT 5.2 NT kernel . v
= 192.168.13.90 Linux 2.6.x Multiple Juls 6.1 KMS \ Workstation
ﬁﬁ'ﬁ' WORKGROUP/hait- @ = @ 192.168.13.0/24 MUX 25X geryices 1755 KOO , ‘ . . ' <\ | R '
file090 : 10 services v : '\GVTlnkdowsi JlﬁlTlnkdowsI VPN ) . DHCP
erne ko erne T - T
iid 192.168.13.163 6.0 NN 10.0 | .
B UBSES0ne werom pune [N A EE oo A sk IO~ e
TJQT - X : . m .
- 192.168.12.80 Windows NT kern "o W  SSH
[Pyt iy Web Server Jul 18 .o 6.3 f \ orkstatiom [ . .
4% WORKGROUP/hg-it-we 192.168.12.0/24 NT 52 _ P | ast week I ) Mail Media
ﬁ *  boso Q /2 iinas 2003 © services ¥ 2143 (R %00 i ProxRemotgerver
5 > Cccess
192.168.14.120 . . s
& ﬁi‘. WORKGROUP/h-it-file1 @ @, 192.168.14.0/24 IEL?#O’;%EX :f 'S!Srﬁ;’s"g' tlh‘;'l??4 2 weeks ago P+ 1) @ By IOT devices
20 : :
@ 192.168.13.80 . Domain Name Rogter
ﬁ WORKGROUP/DNSI @ =@, 192.168.13.0/24 '5(';[‘#0’;%'?"‘ Server ‘égljg 2 weeks ago i3 +1®) [
GY ' 2 services ¥ '
& 1021681329 go@ 192168.13.0/24 D-Link Router Jul 18, %00 T
Otherloff + ~ Storage Device
i's

Camera
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Summary of Findings

The following charts provide a summary of the hosts identified by Fidelis Network as of the date when this
report was generated. While the detection capabilities of Fidelis Network are the focus of this report, it is
important to note that since the product captures rich metadata of all of the monitored traffic, it is possible
to drill down and access a rich set of information for each alert.

Hosts per Stage
\‘ @ Proactive Discovery 0
Initial Compromise 33
Suspicious Host 38
. Malware 9
. Compromised Host 1
() Data Theft/DLP 2
All Stages Trend
10
8 -
6 —
4 -
2
0
May 28 Jun Jun 11 Jun 18
Statistics

2,912 All Stages Total Alert Count
68 Critical / High Severity
2,701 Medium / Low Severity

72 Total Host IPs
318 Total Ports
4 Total Pro_tocols

© Fidelis Cybersecurity .




s8N Administration Audit 1210 | adminv | @, @
Audit Log 1-100f12883 [ [ > I»
Reports Management In: Category || Duringlast: All|. | days |+ Search +l expand all = collapse all
Executive Reporis o Timestamp - User
Network Stats
12883 2019-07-20 12:10:28 admin
Effect
User Management Page Acoess
System Events Description
Audit admin accessed audit logs
PCAP Management
12882 2019-07-20 12:07:04 admin
Integration Data Links Effect
Asset Information R
Description
admin accessed the report with name: Demo Alerts
Profiling Networks
Malware Detection 12881 2019-07-20 12:06:12 admin metadata Meta Search
Export
Effect
Page Access
Components Description
) Metadata Session (detail) page - RelSessionld: 6666397808009867027, Sensor: Direct, Sensor type: IPTRAP Transaction:
mpon
Deception Components 1644543
Version Control
Configuration Wizard 12880 2019-07-20 12:06:08 admin metadata Meta Search
Effect
Page Access
Description

admin accessed Metadata page of collector - Collector, page: metadata list - find metadata

12879 2019-07-20 12:04:19 admin endpoint Endpoint Token




Installed Software 2019/07/22 09:08 UTC | administrator v ()

Name Publisher Version Highest CVE Score Endpoints CVE ¥

® gettext 0.19.8.1-6ubuntu0.3 7.5 - High ~
® bzip2 -y CVE ¥ Score Vector Complexity = Severity Summary
@ | bash 4.4.18-2ubuntuT ' 6 - Madiam CVE-2010-0405 Network High Medium Integer overflow in
the BZ2_decompress
€] accountsservice 0.6.45-Tubuntu1 1.9 - Low function in
decompress.c in
(¥ | busybox-static 1:1.27.2-2ubuntu3.2 bzip2 and libbzip2
0 busvbox-nit f I ——— before 1.0.6 allows
usybox-initramfs :1.27.2-2ubuntu3. context-dependent
(@ | bubblewrap 0.2.1-1ubuntu0.1 attackers to cause a
denial of service
@ bsdutils 1:2.31.1-0.4ubuntu3.3 (application crash) or
possibly execute
@ | bsdmainutils 11.1.2ubuntul : arbitrary code via a
crafted compressed
@  britty 5.5-4ubuntu2.0.1 g
file.
@ | branding-ubuntu 0.10
CVE-2002-0759 Medium bzip2 before 1.0.2 in
1) bolt 0.5-0ubuntu0.18.04.1 FreeBSD 4.5 and
earlier, OpenLinux 3.1
(@  bluez-obexd 5.48-0ubuntu3.1 and 3.1.1, and
possibly other
€ | bluez-cups 5.48-0ubuntu3.1 operating systems,
€ | bluez 5.48-0ubuntu3.1 does not use the
O_EXCL flag to
= binutils-x86-64-linux-gnu 2.30-27ubuntu1~18.04 create files during
decompression and
® binutils-common 2.30-21ubuntu1~18.04 does not warn the
v
E < >

Showing 7 items
Showing 1 to 100 of 1620 items ‘ ¢ 1 2 | 3 4 | .. 17 | >




Pfesnost a rychlost hraji zasadni roli pfi o) Piesn

Detekce

stanoveni priorit, vysetrovani a reakci na incident Analyza
- N Rychlé

4 3
BEST CASE TYPICKY PRIPAD Reak
1 Hodiny - Dny 1 MINUTY eakce
(vs. hodiny - dny)
Fidelis finds

Review alert and Open a ticket with IT Get info back from Review information and Fidelis detects, Fidelis automatically everywherg else the o
determine wha_lt info_ is to ask someone t_o go IT. It's wrong (or determine if the endpoint validates and creates gathers all relevant samedthlng tha(; . Fidelis automates
needed to validate it. get the information. not enough). is compromised. a real alert. info for investigation. OCCU”tie :‘;"S\’t andin response playbooks.

Manually update your Wonder to yourself If compromised, figure Fidelis automatically You decide on remediation
firewall and breach if that’s the only out if you should clean prevents the threat activity and initiate it
detection rules. compromised endpoint. it or re-image it. going forward. ’

Then move on.

BEZ FIDELISU S FIDELISEM
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Fidelis ADR architektura.
Kompletni - Integrovana - Automatizovana.

Zvyseni efektivity bezpeénostnich specialistii pomoci urychleni reakce

Reakce Jednotné Automatizovana

.. . ] : . Asistovana investigace Asistovana naprava
uzivatelské rozhrani validace alertu

Detekce a prevence béhem vSech fazi zivotniho cyklu utoku

Staticka Dynamicka Retrospektivni Aktivni
Detekce &

Pravidly Emulaci & Signatury | Machine
(Multidimenzi _ Sandbox | Endpoint | Network & Learning &
e Heuristicky o
onalni) Indikatory | Al

Prevence Signhaturami
(Atomicka)

PastiCky a
navnady

Detekce a Prevence v e x o Detekce po
N Detekce v realném c¢ase Detekce v historii L
realném cGase pruniku

Velmi hluboka vizibilita sité i koncovych bodu (v realném c¢ase i do historie)

Vizibilita - e o Na koncovém bodé: procesy, soubory, USB,
Na siti: pakety, cela spojeni, obsah a souvislosti, ) A . v o .
zranitelnosti, sitova spojeni, pamét, registry,

pres vSechny porty a protokoly oro rizné OS




Dalsi navrhovany krok: Proof of Concept

Zmapovani terénu a nalezeni kritickych
mist a slepych zé6n ve vasi bezpecnosti

= Vysoce doporucujeme vytvorit si vlastni
zkusenost a objevit moznosti reseni

= Kompletni platforma nebo jednotlivé produkty

= Jednoduse a rychle nasaditelnég, flexibilné ve
VMware nebo jako appliance

= Spolecné nadefinujeme ,kritéria uspesnosti” a
casovy plan

22
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Dekujeme za Vasi
laskavou pozornost !

-idelis
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